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Strategic Context

Defence plays a key role in underpinning and 
legitimising the UK’s role as a global cyber power. 
In an increasingly uncertain world with fast 
evolving technological and military challenges, 
developing threats, evolving environments, 
and advancing technologies, cyber-attack 
remains among the highest-risk threat to UK 
security, and defensive measures are inadequate 
against sophisticated, modern cyber threats.  

Addressing this requires intra-departmental 
collaboration and continued assessment of the 
risk and the Government’s response. Any defence 
strategy will necessarily include mitigation and 
recovery plans in the event of a successful 
attack; however, these functions will have to 
evolve over time as defence strategies develop.  

Building a Cyber Resilient Defence

To strengthen the UK in the cyber domain 
and cement its authority as a democratic and 
responsible cyber power, the Government will need 
to significantly harden critical functions to cyber-
attacks by 2026, with wider functions achieving 
universal resistance to all known attack methods by 
the end of the decade. To achieve this, the Ministry 
of Defence recommends seven strategic priorities:

• Secure by design – Government capabilities 
should be inherently protected.

• Governance, risk, and compliance – 
Responsible and compliant risk management 
should be at the core of governance.

• Experimentation, research, and innovation – A 
data driven approach to defence will allow 
the government to stay ahead of threats. 

• Rapidly detect and respond – An integrated network 
of cyber defence infrastructure will allow the most 
effective monitoring of and response to threats. 

• People and Culture – Defence staff should 
be cyber-aware and should operate 
in a cyber-alert departmental culture.  

• Industry – Enhancing relationships with 
industry will improve the security 
and resilience of the supply chain. 

The Imperative 

The strategic imperative for the Cyber 
Resilience Strategy is focussed around 
increasingly complex and varied vulnerabilities 
and methods exploited by cyber attackers.  

Cyber-security strategies must adapt to maintain 
pace with digital advancements which are increasingly 
available to malign actors. Defence must therefore 
adopt state of the art technologies and infrastructure 
to ensure the delivery of cyber defence outcomes. 
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Delivering Success

• The MOD’s Chief Information Officer will 
have overall responsibility for delivering 
the cyber defence strategy, in collaboration 
with stakeholders from government 
departments, industry and academia.  

• The target environment for 
defence is divided into three areas: 

1. Physical infrastructure 
incorporating digital assets. 

2. Digital infrastructure, networks, applications, and 
data which form the nation’s Digital Backbone. 

3. The people who operate defence 

Delivering the Vision

• Delivery of the defence programme 
will be funded by the Integrated Review 
settlement, with any surplus cost liabilities 
lying with the strategy contributors. 

• Whilst overall management of strategy 
deliverance will sit with government 
ministers, day-to-day organisation 
will be coordinated by the Cyber 
Risk Oversight Board, the Crypt-Key 
Oversight Board, and the Cyber and 
Electromagnetic Domain Steering Group. 

Strategic Priorities 

The six strategic priorities set out 
above will be delivered in accord-
ance with the following guiding principles: 

• Adaptability to changing threats, with an 
ability to rapidly manipulate technolo-
gy to respond to threats at they change.  

• All elements of the digital environment 
should incorporate inherent protection and 
be routinely updated to maintain cyber se-
curity and ensure continued interoperabil-
ity with physical cyber defence capabilities. 

• Every person who interacts with the digital en-
vironment will be responsible for its protection.  

• Defence departments must work ever clos-
er with the National Cyber Security Cen-
tre and other public and private partners.  
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